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Notes about Webinar moderation

All participants are muted during presentation

Participants can “Ask questions”

» Use the control panel to write your question during the presentation
» |deally refer to a slide number in your question

 The moderator will review your question during the webinar

Webinar will be recorded

Recorded Webinar will be posted on the InterCor website
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(1) InterCor introduction (i)

InterCor is a study of 1530 km of four member states under the TEN-T Core
road network connecting from the North Sea — Mediterranean to the Arc
Atlantique Corridor.



(1) InterCor introduction (i)

InterCor is a CEF (Connecting Europe Facility) project
«Started September 2016 — ends August 2019
*Budget: 30 000 000€ - 50% funding

16 partners from four EU member states

eDutch Ministry of Infrastructure and the Environment
(Coordinator)

*French Ministry for Ecology, Sustainable Development,
Energy

*Flemish Department of Mobility and Public Works
UK Department of Transport

4 pilot sites



(1) InterCor introduction  (iii)

Streamline and pilot selected ‘Day 1 services’ in four member
states and facilitate a first assessment of C-ITS services on
freight and logistics by building on a common hybrid
communication architecture

« Traffic management
* In Vehicle Signage
* Probe Data
 Road Work Warning
« GLOSA

* Freight and Logistics
* Truck parking
e Multi-modal cargo
e Tunnel logistics



(1) InterCor schedule (iv)

*TESTFEST — International interoperability events

« 4 TESTFEST events planned before/after the start of Pilot Operations
o ITS-G5

Services RWW, IVS, PVD
July 3 -6, 2017, The Netherlands

 PKI:

Services RWW OHLN PVD
April 23 — 26, 2018, France

* Hybrid communications (ITS-G5 + Cellular):
Services RWW, IVS, PVD, GLOSA
October 2018, UK

» Logistics services:
Final TESTFEST — Exact services under test to be defined
Q1/2019, Belgium



(2) TESTFEST general objectives (i)

Demonstrate large-scale interoperable deployment of C-ITS through
the Netherlands, Belgium / Flanders, UK and France

Foster cross border interoperability by ensuring interoperability testing,
security and certification, seamless continuity of service, operation and
maintenance.

Provide C-ITS services on a broader scale by specifying, using and
fostering an hybrid communication approach to utilise a combination of
cellular and ITS-G5 communication.

Evaluate through a common evaluation framework the cumulative,
real-life benefits of C-ITS



(2) PKI TESTFEST objectives (i)

The objective of the second InterCor TESTFEST is to validate the use of
different Public Key Infrastructures (PKIs) and the authentication of
messages sent from different ITS stations.

 Main goal: Ensure roll out of interoperable PKI services, verify
messages authentication and validate the trust chain

* Focus on service interoperability, not product interoperability

* Achieved by by testing on board user devices from different
vendors/countries against installed Road Side Units in a given
set of test scenarios



(3) Services to be tested (i)
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(3) Services to be tested (i)

Road Works Warning (RWW) . Providing DENM messages from Roadside Units
(RSU(s)) upstream from the event. Events may be actually happening or they may
be 'virtual'.

Probe Vehicle Data (PVD) . All RSUs will collect all CAM messages sent from all
passing vehicles (e.g. not only the basis PVD subset but all CAMs). The CAM
messages will not be interpreted or condensed but will be stored as raw data on the
RSUs and will be uploaded to the Central Unit on a daily basis. DENM are also
collected and are sent to central C-ITS.

Other Hazardous Location Notification (OHLN) . OHLN provides 12V and V2V
communications warning for particular events (extreme weather conditions,

Human presence on the road) . V2V is not an InterCor service and will be evaluated
by SCOQOP partners.
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(3) Services to be tested (i)

5 security scenarios to be tested:
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Security TESTFEST 1

Pre-Conditions:
RCA_C certificate of country C
EA_C of country C

Pool of Authorisation Tickets signed
by AA C

valid SSP

CTL_ALL contains RCAs of all
involved countries

CRL_ALL empty

AA_C of country C signed by RCA C

Each Authorisation Ticket shall have
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Security TESTFEST 3

Pre-conditions

RCA_C of country C

EA_C of country C

AA_C of country C signed by RCA_C
Pool of Authorisation Tickets signed by
AA C

Each Authorisation Ticket shall have valid
SSP

CTL_ALL contains all RCAs of all involved
countries

CRL_ALL expired
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Security TESTFEST 4

Pre-conditions
RCA_C of country C
EA_C of country C
AA_C of country C signed by RCA_C

Each Authorisation Ticket shall have valid
SSP

CTL_ALL contains all RCAs of all involved
countries except RCA_FR

CRL_ALL empty

Pool of Authorisation Tickets signed by AA C

15




(4) Test centre and track (1)
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(4) Test centre and track (ii)
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(4) Test centre and track (lii)
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(5) Programme: Time schedule (1)
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(5) Programme: Time schedule (i)

o 23/04/18
First Half day: Laboratory test and setup of field test

e 23/04 -25/04/18
Each next 5 half days : Test one security scenario

e 26/04/18
Last day . Debug and re-run remaining test cases
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(5) Programme: Social events (iii)

 Monday April, 23:
Welcome reception

 Wednesday April, 25:
Champagne Cellar visit (Pommery)

e Thursday April, 26:
- Cathedral visit
- Dinner at Palais du Tau
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(5) Programme: Palais du Tau (iv)
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(5) Programme: Pommery cellar(v)
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(5) Programme: Reims Cathedral (vi)
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(6) Preconditions - FAQ - (i)

The needed certificates (ATs) as well as the InterCor_CRL and the

InterCor_CTL are preloaded in each ITS station and are ready to be
used.

» Initial registration of ITS stations (vehicles) and ITS stations
(RSU) are also done.

 Upload of the InterCor_CTL and InterCor_CRL into the ITS
station will be done manually.

Upload of the InterCor_CTL and InterCor_CRL into the ITS station will
be done manually

o Security header and Certificate formats version 1.2.1 of ETSI
TS 103097

« CRL and CTL formats compatible with SCOOP format (see
SCOOP_2446 deliverable)
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(6) Preconditions - FAQ - (i)

Do we have to be present Monday till Thursday?

No. The safety instruction on Monday, April 23 however is mandatory. Plus we strongly
advise to take part in the desk and lab-testing on Monday before entering open road
testing (Tuesday - Thursday).

We want to participate in the TESTFEST to test with our V-ITS-S (On Board Unit). Is it
mandatory to bring our own test vehicle as well?

We cannot provide test vehicles for participants. Participants can rent vehicles at local
rental companies. However, if you come with an On Board Unit only, you have to bring
along all the needed equipment such as antenna, cables, adaptors, power supply, etc.

Is it mandatory to share out test data (like log files)?

No. InterCor partners will however share their data. Any data from other participants
will be very much appreciated. Logging specifications will be provided.
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(7) Expected outcome (1)

e For the participants

* Proof of the service interoperability of their OBU
equipment
« Evaluation of the log files, if provided

e |In General

* Proof that the services under test are internationally
Interoperable

e TESTFEST Report

» Describing the test site and test scenarios
e Summarizing the test results and the lessons learned
 Available through the InterCor website
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(7) Follow up

Plan of Action TESTFEST

« Avallable for participants

Detailed daily schedule

Test protocols

Preconditions

Visitor information

(1)
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(7) Required documents (1)

The following documents are available to all partic ipants

Technical documents

« Plan of action TESTFEST

« Test scenarios

e Testcases

e PKl-pcap

 Detailed specifications of test cases

« References (standards, SCOOP deliverables)

TestFest Organisation
Time schedule
Trajectory
Save the date
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(7) Follow up 2 nd webinar (ii)

Scheduled date:
 Planned for 23 March 2018

Preliminary agenda:

e Introduction

o Specification Baseline
 Preconditions update
 Follow-up
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For contact p.schmitting@mail.ertico.com
hacene.fouchal@univ-reims.fr

Further information
InterCor: WWW.intercor-project.eu




